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Abstract 
This paper presents a solution for SCADA systems management facilities offered by a service-oriented distributed system. 
The aim of this approach is to propose an architecture that ensures uniform access, optimized, consistent and flexible for 
SCADA systems management. Unlike SCADA clients or remote SCADA clients, SCADA managements systems have to 
collect and send data from different heterogeneous SCADA systems. In order to ensure uniform access to all SCADA 
systems, a service-oriented architecture is proposed. 
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1. Introduction 
 
1.1. SCADA systems management 
 
Industrial technological systems such as methane and petroleum processing or energetic systems are 
safety-critical. SCADA systems address this concern by ensuring functional safety. Furthermore, they facilitate 
supervision by storing significant amounts of data, which can be either analysed in real time or used to 
diagnose potential incidents.  
A major concern is the central management of multiple SCADA systems and the aggregation of their data.  
In order to discuss alternative solutions, let us consider the structure of a SCADA system, as illustrated in 
Figure 1. A SCADA system consists of a single server and multiple clients. Note that each client is assigned to 
exactly one server. Thus, within a singular system, centralization can be straightforwardly addressed through a 
communication protocol. The real issue arises when multiple SCADA systems have to be managed centrally.  
The major difficulties for centralization are the wide geographical areas of spread, and the heterogeneity of the 
systems. Assuming that each server has its own database, the diversity of these individual databases (caused by 
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both design and implementation) deems centralization impossible. We propose an alternative solution that 
appends a web server to each SCADA system. 
In this novel context, the management system can communicate with various SCADA systems through web 
queries, and the SCADA cluster is thus centrally managed.   
 
 
Fig. 1. Management system 
1.2. Data storage 
 
The huge amounts of data collected by the SCADA systems are stored in databases, which are their key 
components. A SCADA server aggregates data from its clients (which can be either geographically near or far) 
in a structured manner.  The authors have chosen the MySQL database management system, which allows 
access to data over the Internet.  Figure 2 shows the "actuators" table, which is part of the "cons_el" database. 
Its purpose is to store the data collected by the SCADA actuators responsible for monitoring a gas plant.  
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Fig. 2. Actuators table 
2. Architectures 
2.1 Hardware architecture 
 
 
This section presents the proposed hardware architecture of the SCADA systems. Our design is scalable, 
facilitating future development without requiring significant modifications of the existing software and 
hardware architecture. In other words, it allows the addition of new equipment on top of the initial investment.  
Figure 3 shows the hardware architecture of a SCADA system used for monitoring a gas plant. The server 
communicates with its clients (field devices) through a series of RTU terminals. The connection between the 
field devices and the server is either wired through a field bus, or wireless.   
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Fig. 3. Hardware architecture for gas plant 
2.2 Software architecture 
 
The software architecture of a SCADA system is tightly coupled to the hardware design and consists of the 
following major components: the SCADA server, the web server, and the SCADA clients.  
The purpose of the SCADA server is two-fold: first, it collects the data from its clients; second, it stores the 
aggregated data so that it is accessible to the central management system. As shown in Figure 4, the 
communication with the SCADA server is mediated through the web server. More precisely, the SCADA 
clients are connected to the HTML and web servers, while the management system can only communicate with 
the latter. 
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Fig. 4. Software architecture for gas plant 
2.3 Human Machine Interface 
 
The HMI (Human Machine Interface) provides an interface between the system and its human user.  This 
graphical interface ensures an intuitive visualization of the technological process; the user can control the 
parameters of the system through virtual buttons, set various alarms to be triggered by certain events, etc.  The 
HMI also provides data visualization, necessary for analyzing trends in order to either improve the system or 
diagnose potential incidents. 
The main HMI components are: the graphical representations of the technological process, graphs showing 
parameter trends, event lists, alarm lists, etc. 
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Fig. 5. Human machine interface 
3. Uniform access for SCADA management system 
3.1 WEB Services 
 
SCADA management system has to collect and send data from many different SCADA systems. An 
uniform access for all systems is required. For instance if SCADA management system has to control directly 
data regarding test points and actuators from gas plant, does not use an HMI, use instead an web services which 
assess databases trough Services Server. The WEB services for reading data from test points and actuators is 
shown in Figure 4. 
The SCADA central management mechanism controls multiple SCADA systems. Each such instance must 
therefore be able to understand a certain set of instructions or, in other words, follow a common protocol. In 
order to illustrate this necessity, let us consider the concrete example of a gas plant monitoring system. The 
central management mechanism must be able to directly control the test points and the actuators belonging to 
various SCADA systems. The HMI discussed in section 2.3 is not a suitable solution, because it is designed for 
human interaction. Instead, web services are more appropriate for this type of communication - queries can be 
sent over the Internet and responses can be sent back by the web server. The web services for reading some 
data from test points and actuators is shown in Figure 4. 
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Fig. 6. Data from Web services 
4. Conclusion 
The paper significantly contributes to computer assisted controlling and managing SCADA systems. 
The main contribution of the author consists in the SCADA software application, database architecture, and 
WEB services design. SCADA systems management, is based on uniform access to SCADA Systems resources 
in order do manage different heterogeneous SCADA systems. 
Using WEB services from different SCADA systems, SCADA management system is able to perform Data 
centralizer in uniform way. 
References 
Damian DG Gessler, Gary S Schiltz, SSWAP: A Simple Semantic Web Architecture and Protocol for semantic web services  
       „BMBioinformatics” 2009. 
Gligor, A., Turc, T., 2012. Development of a service oriented SCADA system, in “Emerging Markets Queries in Finance and Business”,  
        vol. 3, pp.256-261. 
Robles, R. J., Choi, M.-k., 2009. Assessment of the Vulnerabilities of SCADA, Control Systems and Critical Infrastructure Systems, in  
        Int. Journal of “Grid and Distributed Computing”, vol. 2, No. 2, Osvaldo Gervasi, Editor, SERSC, Republic of Korea, pp.27-34. 
Turc, T., Gligor, A., Dumitru, C., Morar, A., 2010. Development of extensible virtual instruments for SCADA applications, in Proc. of  
       “2010 IEEE International Conference on Automation, Quality and Testing, Robotics (AQTR)”, vol. 3, pp.1-5. 
Turc, T., Gligor, A., 2011. Development Of Service Oriented Web-Based Scada Application, in “Scientific Bulletin of Petru Maior  
        University of Tirgu Mures”, vol. 8, nr. 2, Petru Maior University Press, pp.119-122. 
